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Introduction

Virtual appliances to cloud computing
B Js like Apps to iPhone or Android phones

Ready to run (turnkey)
B Can be deployed through the Internet

Minimal initial setup
B Networking and storage

Web-based UI
B For advanced configuration
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What is a Virtual Appliance?

It is self-contained virtual machine that
includes a pre-installed operating system,
applications and services.

A virtual appliance allows you to quickly
deploy POCs and full production
deployments.

Complex installations of SW solutions can
be simplified and streamlined.

Product installations can be performed in
advance leaving little or no configuration
left for the customer to perform.
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Current State

VMware claims 1000+ virtual appliances

(www.vmware.com/appliances)

Top categories

OS (Ubuntu, Fedora)

Networking (network mgmt, network
monitoring)

IT (LAMP stack)
Enterprise Resource Planning (ERP) and CRM

Applications Infrastructure (ZEG Groupware,
Zeus LB)

Storage (EMC, HP, FalconStor)

Collaboration, Systems Infrastructure, Content
Distributions
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Current State (Cont'd)

XenServer 5.6 Feature Pack 1 in Beta

B Distributed virtual switching is big step towards
network virtualization

Network (nodes and links) in a box

Switching capabilities absorbed into servers

New types of hardware accelerations may
be needed

B TCP offloading, WAN optimization, Load
Balancing

B QoS and Queue Management
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License Server Virtual
Appliance

How SW vendors collect revenue



License Server as a VM

acal rook account

ceneral | Memory | Storage | Metwork | Conscle | Performance | Snapshots | Logs

itrix License Server Uirtual Appliance

icenze Server configuration complete

icense Administration Console can be accessed at

zername: admin
he Citrix License Server is rumming at port

o re-run the initial configuration wizard, type reset_licensing.sh

[ 0K 1

itrix License Server Uirtual Appliance

lice login: JJ
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License Server GUI

© O

.
Dashboard Adrministration
I
Alerts Concurrent Licenses Yendor Daemon: CITRIX
Product SA Date In Use (Available) Expiration License Type
» Citrix Start-up License|Server
0 Critical
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License Server VM GUI (Cont’'d)

System
Information

System Information

Release Version:

License Server Manager Port Number in Use:

Display:

Host Mame:

Host Dom ain Mame:

IPvd Address:

IPv6 Address:

Ethernet Address:

Local Stop Server Allowed:
Remote Stop Server Allowed:

License Reclaim Allowed:

11.6.1 build 10007
27000
fdewfconsole
licsery
licseps.sfhay. sun.caom
10.7.2.132

0:0:0:0: 0:Ffffal P2 7a
a2b514d0d2fd

o

Mo

Mo

User Mame: admin
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Import Licenses

User Mame: admin e e

Administration
——

Import License

Status Yersion

CITRI RUMMING 116 7278 Adrninister Delete

“endor Daemon
Configuration
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Populated Licenses

License Administration Console

v Citrix Start-up Llicense|Server
2038.0101 0 [4000)

v Citrix XenServer Advanced|Concurrent System

2010.1231 0 (50)

v Citrix MenServer Enterprize|Concurrent System
2010.1231 0[50

v Citrix xenServer Platinum|Concurrent System
2010.1231 0[50

Alerts Concurrent Licenses
\\
A, Product te  InUse [Available)
o v Citrix Provizsioning Services|Concurrent System
0 Critical 2010.1231 0 [200)

User Mame: admin 0 e

Expiration

31-DEC-2010

PERMARNENT

31-DEC-2010

31-DEC-2010

31-DEC-2010

Administratio

Vendor Daemon: CITRIDX

License Type

Technology
Previews

Swstern

Technology
Presiew

Technology
Presiew

Technology
Preview
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Why Licensing Is Important

Protect SW development return on
investment (ROI)

Foundation of a flourishing SW industry

Help move from a consumer-based industry
to enterprise and datacenter-centric
industry

B Consumer industry — SW is add-on, usually free
with HW purchase

B Enterprises/data center - HW platforms are
relatively low cost (“commodity”) compared with
SW licensing cost
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Case Study 2: DVS Controller
Virtual Appliance

Networking in a box



DVS Controller Basics

Each server has multiple virtual
networks

Servers are aggregated into a
“resource pool”

B Each resource pool is identified a “pool
master” server

DVS Controller manages multiple
resource pools

10/16/2010 Virtual Appliances 15



Adding Resource Pools

Data Updates Paused

L

CITRIX Distributed Virtual Switch Controller™
L ]
Dashboard

s

ps

Wisibilitw & Contral Settings

Flowe Statistics bocess Control

Port Configuration

all Resource Pools

tddrezz Groups

Wi Groups

Resource Pool ¥ Servers

Click + to add an item to this list

+ Pool Master Server (DMSSIP):

# Metwiorks

#\iis

Add Resource Pool

172.16.0.102
Login Uzername: | root
Login Password: | ssssssssssss

&dd Resource Pool

Status

Steal: L) If checked , forcibly replaces any

existing controller.

Cancel
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Adding Resource Pools (Cont’'d)

Wierzion: 0.9, S+Houild 3697 Online Help Logout  wser: admin t‘. 1]
| ® m -
CITRIX' Distributed Virtual Switch Controller™ = _—
. Dazhboard Wizibility & Contraol Settings

Q, m Floww Statiztics fococess Control Port Configuration

4 % XenServer Pool

All Resource Pools hdd Resource Pool

> __-"- Poaolwide Metwiorks

» EE;; KenServers Resource Pool # Servers # hetworks # Wil Statuz

ST
e s ¥enServer Pool 1 2 & L

L hddress Groups
E;E;; Wi, Groups RSPAN Target VLAN IDs

Click + to add an item to this list Save Target WLAM Changes Undo Changes

+ =
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Distributed Virtual Switch

Consists of

B 3 virtualization-aware switch (the
vSwitch) running on each host

B DVS Controller, a centralized server that
manages and coordinates the behavior of
each individual vSwitch to provide the
appearance of a single distributed virtual
switch.
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DVS Features

'he DVS Controller supports fine-
grained security policies to control
the flow of traffic sent to and from a
VM,

It also provides detailed visibility into
the behavior and performance of all
traffic sent in the virtual network
environment.
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DVS Controller Features

[0 Dashboard
B Server Statistics

[l Settings

B Network Statistics ]

B Network Event

B Aggregate =
Throughput and -
Packet Rate

L1 Visibility and Control 0

B Status

B Flow Statistics =

B Access Control =

B Port Configuration

IP Configuration

SW Version and
Upgrade

Server Maintenance

Administrative
Accounts

Configuration
Snapshots

Time and NTP
Syslog
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DVS Controller Dashboard

2} DV¥S Controller Dashboard - Mozilla Firefox

Selle  ERs Rl SeeSnms H

- - Bee =
@ *c X et |@https:.l’.l’172.16.0.103.l’#dashboard

[ it Miiszial

=
W - citrix xenserver Invalid Pool License
- N -

Sinins St B caaine Jeaae) B

@ s siaeear e

Wersion: 0.9 S+build 3697 Online Help  Logout  user: admin % 1
iTRIX - [}
CITRIX' Distributed Virtual Switch Controller
Dashboard Wisibility & Control Settings
~
Server Statistics Aggrezate Throughput (bitsfsec) for the last hour
DVS Controller Inbaund
200,000 -
L Uptime 23 min
200,000 -
& CcPU Load 0%
100,000 -
Hetwork Statistics
o
Metweark Mvanageds Active s Total
100,000 —
Resource Pools 14141 Outbound . . .
o0:30:00 00:48:40 01:02:20 01:20:00
XenServers 10101
Hetworks 25212
Aggregzate Packet Rate (packetsfsec) for the last hour
Vias 45456

Recent Metwork Events

Priority Date Time Ewvent
~
3 1008510 01:22:00 SOELS.A-T nowe using [P 172,16, 1.37 with interface ee:efi%b:74:3c:eb 2
3 1008510 01:07: 58 TOELS. 42 now using [P 172,16, 1.38 with interface 9a:d1:9d:fd:04:07 e
'Citrix License Server Wirtual Appliance’ now using IP 172.16.0.104 with
3 10708510 00: 54:06
interface 2a:bfi 1a:30:6b:5c
2 1008510 00: 53: 658 CASC 36T now using P 172.16.0. 1032 with interface da:coide:c@ibé:be A egate Connection Rate (flowsfsec) for the last hour
~

Inbound

Recent Administrative Events

Priority Date Time Event
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DVS Controller Flow Statistics

Status ‘ Access Control || Port Configuration ‘

Show | Bidirectional u Bytes u of the |Tap n 10 n Wil u for the last | & minutes u

Inbiound 1
100,000 -
o3
100,000 :
200,000 —:
200,000 —
400,000
Outbound00, 000 - - T —T - — T T - - - —T - - - T T - T T —T T T T T T
01:38:20 01:40:00 01:41:40
01:37:32 - 01:42:32
Inbound bytes to switch by source ¥M Outbound bytes from switch by source YM
Source Wi Inbound Bytes | Inbound Rate (kBwtessy | % of Total Saurce Wi Jutbound Bytes DJutbound Rate (KBytess) % of Total
O | owvsc zes7 1,328,015 4.43 99.5% O | other 3,568,450 13 100.0%
. Citrix License Server 2,913 0.01 0.2%

Wirtual Appliance
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DVS Controller Security Policy

Status

Flowe Statistics

Access Control

Port Configuration

Security Policy

Save Policy Changes

Undo Changes

w Global Policy

Action Protocol Direction Remote Addresses &) Description | Rule Details i
allows ARP to f from By allow ARP to and from Whis i
allowy DHCP to hry allowe Wils to acquire an [P wia DHCP -El}
allowy OhS to By allow Wils to perform OMA lookups 2
Placeholder for more specific Pool, Metwark, ¥, and Interface policies, {3
allow Ay to f from Ay New AEIID allowr all traffic to and from Wihs -@;
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DVS Controller Port Configuration

QoS Policy

B Rate limiting (Kb/s, Mb/s, or Gb/s) with burst
size of Kbits, Mbits or Gbits

B Applied at the VIF level

B Policy hierarchy

Global: all VIFs in all resource pools

Resource pools: all VIFs in a particular resource
pool

Port-wide networks: all VIFs attached to a
particular network

VMs: all VIFs attached to a particular VM
VIFs: a single VIF

TN N 1R AN D
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Why is QoS Important?

Cloud providers charge tenants based
onh usage (Gbps, gigabytes etc).
Elastic aspect of Clouds requires
accurate measurement and
monitoring of usage traffic for sizing,
capacity planning, and migration.

B Predictability is the key.
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DVS Controller Port Configuration
(Cont'd)

[raffic Monitoring (RSPAN) Policy

B Mirroring traffic

L1 Which is sent or received on a VIF to a
VLAN

L To support traffic monitoring applications

B Can be configured at the global, resource
pool, network, VM and VIF levels

B Configurations at a given level override
the configurations at the higher levels

10/16/2010 Virtual Appliances 26



Multi-layer Hierarchy for Policies

?) DYS Controller Port Configuration - Mozilla Firefox
-

=™ - LinkedIn Yao-Min Chen V.
. W0\ -
[jo¥sc.. &
Version: 0.9, 5+build 3637 Online Help  Logout  user: admin 43 I
i [ X
. ) . 5
CITRIX" Distributed Virtual Switch Controller’
Dashboard Wisibility & Cortrol Settings
Q H Status H Flow Statistics H Access Control
v @ Al Resource Pools -~

v b, Yensarer Pool ici i
- Qo5 Policing Policy Save Port Confizuration Changes Undo Changes

v 5 Pookwide Networks

» O Metwork O ‘ QoS palicy for 'Global: None |
C]

» "D'H Metwark 1

‘ QoS polioy for KenServer Pool: |
XenServers

» B, wenservert

o ‘ Qo5 policy for Netwark 1 Change Network
vl Al
» i Citrix License Server Wirtus ‘ 205 policy for ‘CELG.4-1: |
» [, Citrix XenServer Web Self &
» i, ovsC 3657 @ Inherit QoS policy from parent

Disable inherited QoS policy

» i, OeL5.42
» &8, XenServer DK 5.6.0-31188¢ Apply 2 QoS limit of with a burst size of
» [, XenServer SOK 5.5,30-37621

£ Address Groups RSPAN Policy

Z2 Vi Groups
‘ RSPAN policy for ‘Globali None |

‘ RSPAN policy for MenServer Pool |

‘ RSPAN policy for "Network 1% Change Meturork

‘ RSPAN policy far "OELS.4-1" |

(&) Inherit RSPAN policy from parent

Disable inherited RSPAN policy

RSPAN traffic to target VLAN Manage target WLAN list
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Why is RSPAN Important

Security

B [ntrusion detection

Auditing

B Enabling 3rd-party “auditor appliances”
Accounting and charging

B Usage-based charging

Marketing

B Building usage profiles — "marketing
research appliances”
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Some Concluding Remarks

Where do we go from here?



To Do’s for DVSC

Good initial step, but it only manages
the virtual switches inside Xen hosts
but not physical switch

Right now, cannot monitor and
enforce policies from end to end
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Two Views on Virtual Appliances

LiveCD view

B Before installing full-fledged OS, try the
LiveCD first

B Before installing production-ready
product, try the virtual edition first

C2 View
B The product (with OS bundled) lives in

the cloud, and is not tied down to
particular hardware boxes

B Nomadic servers
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Welcome Further Discussions

Email: yaominchen@gmail.com
Skype: yaominchen
LinkedIn: Yao-Min Chen
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